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\section{Introduction}

This document essentially sets up various simple scenarios
and then

shows how to solve the problems using Botan
simple, and

doesn’t cover many of the available APLs and algorithms,
especially

the more obscure or unusual ones. It is a supplement to the
2PT

documentation and the example applications, which are
included in the

distribution.

It's fairly

To quote the Perl man page: ' ‘There's more than one way to

do it.'"

This is \emph{not} a general introduction to cryptography,
and most simple
terms and ideas are not explained in any great detail

Divining how many more is left as an exercise to the reader.

View PDF

NHEH'E

Pipe pipe(neu MAC_Filter (“HIC(SHA-258)" .

>
std:cont << the_aslt.te_stringQ); // hex encodsd

pipe.stare_mes0):

43 User Authentication

Doing ser authentication of a shared passphease is faiely casy. Essentially, o challonge-sespio
13 used - tae server sonds » random challenge, snd the cliont responds with an appropriate resy
challenge. The iden is that oaly soucone who kiows the pussphrise can geuerate or eheck to soe |
s valid,

' say we use L60-Bit 20 Tiyte) eballonges, which scoms fably reasonable. We ean erente 1

sl the global randon nusber gencrator (R

byte challenge[20]
Global_mG:  randomize(chal lenge, sizeof (challenge), Nonce) H
U/ send chalionge to client

e pa
oy by

veraten . sponse e o e chall

After eading the ehatlen clent
wil

1 s s £ Aoty EOARRE e NS

B e e o e e e,
Siuce we axe ahready vsing L60-Bit challenges, & 160-bit response seems warranted. =0 we'll use §

HaehFunct tone hach = gor_hash ("SHA-1):
Securevactorchyte> digest;
Sor(uazbit 5 - 0; § 1= 40967 jre)
<
Baeho>update(digest, digest eiza0);
bash->update (passphrase’

Baskeoupdate (challenge, challonge 8i200):

digest =+ hashriRsl0;

U1 send velue of digest to the server

Upon receiving the respanse rom the cliout, the servar computes what the respanse shouldgat
bascd on tho challenge it sent out, and the passphsase. IF the two respouses mateh, the eliat 1 2 o

| ———— J<>

UTF-8  Normal Mode
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